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kubectl label nodes node-1 failure-domain.beta.kubernetes.io/region=cn-bj-6 failure-domain.beta.kubernetes.io/zone=cn-bj-6a

kubectl label nodes node-2 failure-domain.beta.kubernetes.io/region=cn-bj-6 failure-domain.beta.kubernetes.io/zone=cn-bj-6b
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- AEEMZE: Calico
« Calico Policy

— LA RNSENE
* IR A EHIN ABAZ A EHYVPCRER (egress )
« RIFE—ABERINAZIEFMEEA ( egress+ingress )
- IFFTBMNAARkube-dnsitbilt ( egress )
- 781%FNginx Ingress ControllerizaIFrE M ( ingress )
« 2\ FRrEMNRRIFTEFAGHEE (egress)
- RIFFTEMNA
— iGIalpTalE (egress)
— #ERTE ML/ N AFEIE (ingress )




Calico Policy
 RFE—RERNAEZEEESE

- apiVersion: vl
kind: policy
metadata:
name: ${ORG}.allow-access-among-same-org
spec:
egress:
- action: allow
destination:
selector: k8s_ns/label/org == '${ORG}'
source:
selector: k8s_ns/label/org == '${ORG}'
ingress:
- action: allow
destination: {}
source:
selector: k8s_ns/label/org == '${ORG}'
order: 800
selector: k8s_ns/label/org == '${ORG}'
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Calico Policy
- 2 PR R L IRIFrE AR it

- apiVersion: vl

kind: policy
metadata:

name: cluster-policy.deny-private-egress
spec:

egress:

- action: deny

destination:

N\

nets:
- 192.168.0.0/16

-172.16.0.0/12
- 10.0.0.0/8

source: {}

order: 900
selector: has(calico/k8s_ns) && calico/k8s_ns != 'kube-system’
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« wss:.//<apiserver>/api/vl/namespaces/<ns>/pods/<pod>/exec?stdo
ut=1&stdin=1&stderr=1&tty=1&container=<container>&command
=%2Fbin%2Fsh&command=-i
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« HTTP/HTTPS

— LB+ Nginx Ingress Controller

- TCP/UDP
— EIP + Nginx (Stream Proxy)
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— Nginx Ingress Controller + Lua + Open Falcon
— HTTPHEXIER
- HiRE
— Open Falcon
- &fs
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« FIRFRS
— ResourceQuota
— LimitRange
« CronJob
— successfullobsHistoryLimit, failedJobsHistoryLimit
— concurrencyPolicy: Forbid/Replace
— activeDeadlineSeconds
« Events
- SHEIINBENE
« Docker
— Iolg rotation: --log-driver json-file --log-opt max-size=100m
--log-opt max-file=10
« Calico
— AWSZAZ: CALICO_IPV4POOL_IPIP=always
— EfpB g k8s-policy-no-match
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